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volatility {#M:

volatility —-f <Xft®> —profile=<EBX#> <#@ff> [EHESH]
Bidvolatility ——infofXER T EFrsZ#5FMIprofile, Address Spaces, Scanner Checks,
Plugins

=R

imageinfo: ERBEMBEGNHEES, MERGNRIERRG, MAIMUE —profile FF LW
HIRIERSE

pslist: ZIHEHTIHHARHTE, BENERNEIRRENEMENHTE, psscandIl)
psscan: BIAEIFRIEAR I (RES) B2 AR rootk it B2l AR AR A2

pstree: UMM EEHIZFIR, Mpslist—#, tITENIEESMR RIS
mendump: REVEBISEMHIE, EHforemost KHBEEAMXM

filescan: FHIBFAEMNXXHESIE

hashdump: BEEHRHZIERLTRY password hash, ff#l Windows HJ SAM XHRZE
svcscan: 13 Windows AIRRSS

connscan: EEMZERE

AL (googleEliE)
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Supported Plugin Commands:

amcache Print AmCache information  //3#JENAmCachefS2

apihooks Detect API hooks in process and kernel memory  //#&iM#52
HMAZAFEHRIAPIER

atoms Print session and window station atom tables //¥TEN=IE
MEOuLatomE

atomscan Pool scanner for atom tables //BFatomERAGHIEER
auditpol Prints out the Audit Policies from HKLM\SECURITY\Policy\P
olAdtEv  //auditpolMHKLM \ SECURITY \ Policy \ PolAdtEvA$TENH BR#%HRAR
bigpools Dump the big page pools using BigPagePoolScanner // bi
gpools{#EFBigPagePoolScanne ri&fiE K T1E M

bioskbd Reads the keyboard buffer from Real Mode memory // bi
oskbd MTER NEFRIZEREE PX

cachedump Dumps cached domain hashes from memory // MATEH
HEEFENERE

callbacks Print system-wide notification routines //[E1EFTEN
REUCEBERGITE

clipboard Extract the contents of the windows clipboard / /BENEHR
REWindowsBIMGRAIAE

cmdline Display process command-line arguments // BiEHTE
WIS

cmdscan Extract command history by scanning for _COMMAND_HISTOR
Y //18id334_COMMAND_HISTORYiZENAG <A EICHE

connections Print list of open connections [Windows XP and 2003 Onl
yl //FENEFEERE [ REAFwindowsxpf2003]

connscan Pool scanner for tcp connections // BT tcpEEAthITHETE
52

consoles Extract command history by scanning for _CONSOLE_INFORMAT
ION JBI1d194E_CONSOLE_INFORMATIONIZENGR < A EITHE

crashinfo Dump crash—-dump information / /A BRI R E R

deskscan Poolscaner for tagDESKTOP (desktops) //FFtagDESKTOPRY
Poolscaner (&)

devicetree Show device tree // BRI EN

d1ldump Dump DLLs from a process address space // MiFEttit =
[B]FREEAEDLL

dlllist Print list of loaded dlls for each process //¥TENE
EEMHENdIINIIER

driverirp Driver IRP hook detection / /RENFEF IRPHEHEMI
drivermodule Associate driver objects to kernel modules / /R shTE
RS NIZERIEREX

driverscan Pool scanner for driver objects / /iERE F R HIRshiE
PYES

dumpcerts Dump RSA private and public SSL keys / /FERERSAE AR A
FSSLE4H

dumpfiles Extract memory mapped and cached files / / BXRTFRRETH]
EEFRXMH

dumpregistry Dumps registry files out to disk / /B EMERSUG R E
Wi

editbox Displays information about Edit controls. (Listbox experi
mental.) //EREXR"FEE"EHNER. (ERMRTIRIE., )

envars Display process environment variables // BRRENEL
==)

eventhooks Print details on windows event hooks //TEWindowsE 4

HH EITENFEER
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evtlogs Extract Windows Event Logs (XP/2003 only) //#2EWindows
EHHEHE ((NERTFXP / 2003)

filescan Pool scanner for file objects / /B R R &
gahti Dump the USER handle type information / /#EREUSERBIARZE
BER gditimers Print installed GDI timers and callb
acks //3TENEZEAGDIiTAY 23 F0 [
gdt Display Global Descriptor Table /! BERERERTER
getservicesids Get the names of services in the Registry and return Calc
ulated SID / RBUEMERFRIBRS 2R, FIRETELASID
getsids Print the SIDs owning each process //ITERES N
F2RISID
handles Print list of open handles for each process //$TENE i
T amEIR
hashdump Dumps passwords hashes (LM/NTLM) from memory // M\RTEH
FERERAE RS (LM/NTLM
hibinfo Dump hibernation file information / I BRAEIREESUHE R
hivedump Prints out a hive [/ TE—"EEER T
hivelist Print list of registry hives. //$JEBEMREEETIIR,
hivescan Pool scanner for registry hives //EMREREE BT iaE
EdE2
hpakextract Extract physical memory from an HPAK file // MHPAK>Z 4
REVUNIEATE
hpakinfo Info on an HPAK file / /8 FHPAKXEH(E B
idt Display Interrupt Descriptor Table // BRFPETERTTR
iehistory Reconstruct Internet Explorer cache / history //E#Int
ernet ExplorerEz/[HEICE
imagecopy Copies a physical address space out as a raw DD image

/ /b =S (8] 8 A R I DD EIR
imageinfo Identify information for the image //FRREBER
impscan Scan for calls to imported functions / /3 S NINRERTE
F
joblinks Print process job link information //3TENI R 5EIR(E
kdbgscan Search for and dump potential KDBG values / /38R H L
JBTERYKDBGIE
kpcrscan Search for and dump potential KPCR values / /38R
JBIERIKPCRE
ldrmodules Detect unlinked DLLs //AaMEEERd 1L
lsadump Dump (decrypted) LSA secrets from the registry //M
TR ERNE (FRERRY) LSANLER
machoinfo Dump Mach-0 file format information / /5 iEMach-030{44&
RER
malfind Find hidden and injected code / /3R EANRE
mbrparser Scans for and parses potential Master Boot Records (MBR
s) / /AW BEESISIER (mbr)
memdump Dump the addressable memory for a process / /& EHTEN
RIS HEATE
memmap Print the memory map / /3TENRTZRREY
messagehooks List desktop and thread window message hooks //SHER
MEREEEERN
mftparser Scans for and parses potential MFT entries / /13
BEMMFTEE
moddump Dump a kernel driver to an executable file sample //
BRZIRHTE F R AR AT AT X Rl
modscan Pool scanner for kernel modules // RZAER A HIARTE T
modules Print list of loaded modules / /3TENDIEABRAITIZR

multiscan Scan for various objects at once / /=R TR
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mutantscan Pool scanner for mutex objects /IR ERNR

notepad List currently displayed notepad text //FIRHBIERICSE
¥
objtypescan Scan for Windows object type objects //33EWindowsIT&R
ERPHR
patcher Patches memory based on page scans //EFTIEAENAE
T
poolpeek Configurable pool scanner plugin //FIEL B RIS TR
printkey Print a registry key, and its subkeys and values //
FTEMEM R E FIAE
privs Display process privileges // BRI TR
procdump Dump a process to an executable file sample /[ BiHrEEE
FEEIPTHAT SR B
pslist Print all running processes by following the EPROCESS lis
ts //¥REREPROCESSTIRITENFRA IETEIGITAYRRZ
psscan Pool scanner for process objects //ERN R EER
pstree Print process list as a tree / /AR ECHT ENE 25U R
psxview Find hidden processes with various process listings
//EREMHTRT REHKREHTE
gemuinfo Dump Qemu information //%EfEQemufE 2
raw2dmp Converts a physical memory sample to a windbg crash dum
p / /R RF R B R Awindbg BRI R
screenshot Save a pseudo-screenshot based on GDI windows //1RF—
TMETFCIFEOMAERE
servicediff List Windows services (ala Plugx) //5HEWindowshRSS (al
a Plugx)
sessions List details on _MM_SESSION_SPACE (user logon sessions)
//5HxF_MM_SESSION_SPACE (P EZFE1E) IFHAER

shellbags Prints ShellBags info //¥TENShel1Bags{E &
shimcache Parses the Application Compatibility Shim Cache registry
key //RRtTNAERFEB MR REFIMRIN
shutdowntime Print ShutdownTime of machine from registry // MERER
FTENMSHAS BRI 28
sockets Print list of open sockets [/ TETHRINERFIIR
sockscan Pool scanner for tcp socket objects //BFtcpEEFTHR
HOItETEF
ssdt Display SSDT entries //SSDT&EBER
strings Match physical offsets to virtual addresses (may take a w
hile, VERY verbose) / /8B RBECEREIELUL (FTEEFE—EMNE, IEETTK)
svcscan Scan for Windows services //33¥EWindowsRSS
symlinkscan Pool scanner for symlink objects // SRR R
EdE2
thrdscan Pool scanner for thread objects [/ GFREXTRAGHIEREF
threads Investigate _ETHREAD and _KTHREADs
timeliner Creates a timeline from various artifacts in memory

// MRTERR & F0 TG 32 AT [B) 2
timers Print kernel timers and associated module DPCs //¥1
ENA#Zit Bt 28 FIHE R EIRDPCs
truecryptmaster Recover TrueCrypt 7.l1la Master Keys //ETrueCrypt 7
.laE®H
truecryptpassphrase TrueCrypt Cached Passphrase Finder //TrueCry
ptEE T EIBEIEENDR
truecryptsummary TrueCrypt Summary //TrueCrypt2%
unloadedmodules Print list of unloaded modules //FTENEEEHAERT R
userassist Print userassist registry keys and information //¥T
EluserassistiFMRIFEE
userhandles Dump the USER handle tables / /R P aRR
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vaddump Dumps out the vad sections to a file / /¥ vad TEERERI—D

St

vadinfo Dump the VAD info / /5EREVAD(E B

vadtree Walk the VAD tree and display in tree format // &RV
ADTRFLARIE R B

vadwa 1k Walk the VAD tree //EEMT

vboxinfo Dump virtualbox information //EEfEvirtualbox{E 8
verinfo Prints out the version information from PE images //
MPEEUGITENLRRAZE

vmwareinfo Dump VMware VMSS/VMSN information //5EfEVMware VMS
S/VMSNfE 2

volshell Shell in the memory image // MEEICICHHE SR

windows Print Desktop Windows (verbose details) //HTENRESR
AFmER)

wintree Print Z-Order Desktop Windows Tree //¥TENzZIfFE S EWind
owsH

wndscan Pool scanner for window stations / /AR s
yarascan Scan process or kernel memory with Yara signatures

//BYaraEZ AR ARAEF
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linux_apihooks
linux_arp
linux_aslr_shift
linux_banner
linux_bash
linux_bash_env
linux_bash_hash
linux_check_afinfo
linux_check_creds
linux_check_evt_arm
linux_check_fop
linux_check_idt
linux_check_inline_kernel
linux_check_modules
linux_check_syscall
linux_check_tty
linux_cpuinfo
linux_dentry_cache
linux_dmesg
linux_dump_map
linux_dynamic_env
linux_elfs
linux_enumerate_files
linux_find_file
linux_getcwd
linux_hidden_modules
linux_ifconfig
linux_info_regs
linux_iomem
linux_kernel_opened_files
linux_keyboard_notifiers
linux_ldrmodules
linux_library_1list
linux_librarydump
linux_list_raw
linux_Tsmod
linux_1lsof
linux_malfind
linux_memmap
linux_moddump
linux_mount
linux_mount_cache
linux_netfilter
linux_netscan
linux_netstat
linux_pidhashtable
linux_pkt_queues
linux_plthook
linux_proc_maps
linux_proc_maps_rb
linux_procdump
linux_process_hollow
linux_psaux
linux_psenv
linux_pslist
linux_pslist_cache

B &apihooks

FTENARPZE

BptllLinux aslrifZ
$JEILinux Banner{s&
Mbashi#f2AEFRREbashh £icx
RE—HENNSHETE
Mbashi#f2AEFRIREDbashlia % &
IEIEMEE TN ROIRE R ERIEE
MERDEEAHEEERZEIEN
MESTRAERUER AR BARRBET
E rootkit{ERAI SR IELE
MBEIDTRESHEN

QENBENIZIEN

BERIIRS sysfsiE BT
MERSAAREEEHEN

REttyRIHF
FTENE X B NENIERIER
MdentryZF IR 4

Kt=dmesg buffer
BIEENAZEMEI SN E
REHRNNSHETE
ST R ELF IS0

I RS ETFS | BRI
FIHEFMATZERIRE S
FIEES M HENSIITERR

Carves NS IR AZIER
WEERED

GDBHHY“infoFEeR" . EFTENHFIENHEL
1’5 /proc/iomemiB LAY % H

FIHE MAZ AT FFRO ST

BRNT R A B AN A
$EprocstivinE S Libd ISR FITEER
BEMEE— M EHER
BHEANEPNIHZEERERIE
TN ARSI ERNERT

IKEE DN A AZ AR

T SRR R EL 1R

B A SRS FE AR ST

EERT LinuxESHAFEMET
IREVINEL AAZAEIR
RE=EH N fs/devices

&= Mkmem_cacheZ 2 fs /i85,
F)HNetfilterfd+

2B M & E R

FRITANERT
BIIPIDIG & R EHTE
BETHENEUESENTI S N\EE
FHMELF 3 HIS2E" PLT hooks
WS HTZATZIREY

BT AR ET LT BATURES LinuxAOHFEARET
B ER AT TSR AR
HMEETEHERIZTHTR

WE AT RN G LT IR 8]
WEHEREBSHETSE

e ESNES@id task_struct—>task list
Mkmem_cacheIKEITHIHES



58  linux_psscan - FEHENIEAE

59  linux_pstree - ETRHRBZEIR/FER

60  linux_psxview - ERREHRES SMEENHZTIR

61  linux_recover_filesystem - MAFERMEBNEFNXXHERE

62  linux_route_cache - MAERIRERRERZ

63  linux_sk_buff_cache - Msk_buff kmem_cachedkEUES

64  linux_slabinfo - E—R/IETEETHINEE L&/ proc/slabinfo,
linux_strings - BB (RIZ = TR EIE MM (FTAEEE—ERRTE, EEIF

65 M)

66  linux_threads - JTEM#IENETE

67  linux_tmpfs - MAZERRE tmpfs IR L,

68  linux_truecrypt_passphrase — RE%£#ZFTruecryptd%

69  linux_vma_cache - Mvm_area_struct £E7FHIKEVMAS

70  linux_volshell - WEBGHRRshell
linux_yarascan - LinuxAEBEHRI—Pshell

—. ®windows T E#iEH

TrueCrypt.exe WEMBTH
notepad.exe BHICEZ
mspaint.exe BRFEETA

iexplore.exe IEJI'T
DumpIt.exe ATFHEEGREINTA

u B WN B

—iABAEXHER

1 $ volatility —f mem.dump imageinfo

# volatility -f mem.dump imageinfo

Volatility Foundation Volatility Framework 2.6

INFO : volatility.debug : Determining profile based on KDBG search...
Suggested Profile(s) : Win7SP1x64, Win7SPBx64, Win28B8R2SPOx64, Win2BBB8R2SP1x64 24000, W
in2088R25P1x64 23418, Win2008R25P1x64, Win75P1x6d 24000, Win75P1xed 23418
AS Layerl : WindowsAMD64PagedMemory (Kernel AS)
AS Layer2 : FileAddressSpace (/home/dump/mem.dump)
PAE type : No PAE
DTE : @xl187eeaL
KDBG : @xfieeesed2l1eL
Number of Processors : 1
Image Type (Service Pack) : 1
KPCR for CPU @ : @xfffffio0e3=03deoL
KUSER_SHARED_DATA : @xfffff7s000000008L
Image date and time : 2019-11-13 88:39:44 UTC+08000
Image local date and time : 2019-11-123 16:39:44 +0800
#




# volatility -f mem.dump --profile=Win7S5P1x64 pslist

Volatility Foundation Volatility Framework 2.6

Offset(V) Name Start

System 2019-11-13 UTC+oe00
Oxfffffa800d2fbb1@ smss.exe z z 2019-11-13 @ :48 UTC+0000
Oxfffffa800e2227e@ csrss.exe 8 2019-11-13 08:31: UTC+000e

wininit.exe 6 8 2019-11-13 g UTC+2000

2019-11-13 @i :49 UTC+0000

2019-11-13 :49 UTC+0000

Oxfffffa800ed576060 -ex 8 1 2019-11-13 @8:31: UTC+@eee
exfffffaBeved26bl0 8 6 2019-11-13 @€ 149 UTC+0000
Oxfffffa800e464060 & 2019-11-13 £ UTC+0000
8 .ex 3 i 2019-11-13 @8:31:50 UTC+0000
Oxfffffa80e52bbla 2019-11-13 B UTC+0000
Bxfffffa8@0e570b10 2019-11-13 08: UTC+2000
2019-11-13 UTC+0000
2019-11-13 @ £ UTC+@00e
2019-11-13 @€ :50 UTC+0000
2019-11-13 £ UTC+0000
2019-11-13 @ UTC+2000
2019-11-13 B UTC+0000
Bxfffffa8B0e5bB060 svc .ex 18 i 2019-11-13 @i :51 UTC+0000
OxfffffaB@0e56e060 svc 5 b 2019-11-13 @8:31:52 UTC+0000
Oxfffffa800e685060 e 3e8 2019-11-13 @ UTC+@00e
0e632060 .e 2019-11-13 @€ :52 UTC+0000

02692060 VGAuthSer e. 2019-11-13 UTC+200e
Oxfffffa80@e7dabl® vmtoolsd.exe i 8 2019-11-13 @8:31: UTC+0000
BxfffffaBe0edas720 6 2019-11-13 @8: UTC+0000
Oxfffffa8B0e898300 WmiPrvSE.exe 8 608 i 2019-11-13 @i UTC+2000
BOxfffffa80@eBedble® dllhost.exe 2819-11-13 :53 UTC+e000

B W e N
W N®oe = om

. cmdhEH<

B 313 COMMAND_HISTORYIZEN& L H FiEE

1 $ volatility —f mem.dump —--profile=Win7SP1x64 cmdscan



# volatility -f mem.dump --profile=Win75P1x64 cmdscan

Volatility Foundation Volatility Framework 2.6

CommandProcess: conhost.exe Pid: 26

CommandHistory: @x242358 Application: cmd.exe Flags: Allocated, Reset
CommandCount: 1 LastAdded: 8 LastDisplayed: ©

FirstCommand: @ CommandCountMax: 5@

ProcessHandle: @x6@

Cmd #0 @ ©x2229d@: flag.ccx password is same with Administrator

CommandProcess: conhost.exe Pid: 2748

CommandHistory: @x2926d@ Application: DumpIt.exe Flags: Allocated
CommandCount: B LastAdded: -1 LastDisplayed: -1

FirstCommand: @ CommandCountMax: 5@

ProcessHandle: 8x68

h. Xf¥

5.1 #8 &ttt BAYSIH filescan
1 $ volatility —f mem.dump ——profile=Win7SP1x64 filescan | grep flag.cc

# volatility -f mem.dump --profile=Win7SP1x64 filescan | grep flag.cc

Volatility Foundation Volatility Framework 2.6
Ax0000000032435890 15 @ R--rw- \Device\HarddiskVolume2\Users\Administrator\Desktop\flag.c
#

5.2 i EXH

1 $ volatility —f attachment.vmem —-profile=Win7SP1x64 filescan | grep "Deskt
Op“

H # volatility —f attachment.vmem —profile=Win7SP1x64 filescan | grep "Desktop"
Volatility Foundation Volatility Framework 2
0x000000007e5¢6c80 2 1 R-

0x000000007e5¢73d0 \

0x000000007e5¢8070 i arddiskVo lume1)

0x000000007e5cb440 arddiskVolumel

0x000000007e5d7960 i arddi skVo lume1) \ i art Menu\Progra ccessor i esktop. ini
0x000000007e5da790 wd \Device\HarddiskVolume1 AppData\Roaming\Microsoft\! \Start Menu\Programs\Accessor ies\System Tools\Deskto
p. ini

0x000000007e5db070 wd \Device\HarddiskVolume1\Us AppData\Roaming\Micros s\Start Menu\Progra laintenan esktop. ini
0x000000007e5dcac0 r \Device\HarddiskVolumel\ AppData\Roamin; icr \Start Menu\Programs\Accessories\Accessibility\Deskt
op. ini

0x000000007e5dcc10 rwd \ \ProgramData\Microsoft \ \ s\Accessibi | ity\Desktop. ini
0x000000007e5de900 \ProgramData\Mi A r Desktop. ini

0x000000007e5e0a40 21 \ProgramData E i E 3 3 inte Desktop. ini

0x000000007e5e1200 ice) i rogramData i r g ries\Tablet PC\Desktop. ini
0x000000007e5e2a40 i rddisk \ProgramData\Microsoft \ S| System Too esktop. ini
0x000000007e708dd0 S| 5 Desktop\desktop. ini

0x000000007eae6f20 \Device\HarddiskVo | um Desktop\desktop. ini

5.3 BEE R



1 ¢ volatility —-f name--profile=Win7SP1x64 filescan | grep —-E 'jpg|png|jpeg|b
mp|gif

7N MR

i SAM\Domains\Account\Users\Names;E & F 5B

1 $ volatility —f mem.dump —--profile=Win7SP1x64 printkey -K "SAM\Domains\Acco
unt\Users\Names"

# volatility -f mem.dump --profile=Win7SP1x64 printkey -K "SAM\Domains‘\Account\Users\Names"

Volatility Foundation Volatility Framework 2.6

Stable (V) = Volatile

: \SystemRoot\System32\Config\SAM
Key name: Names (S)
Last updated: 2019-18-15 82:56:47 UTC+2000

Subkeys:
(5) Administrator

(5) Guest

Values:
REG_MNONE

6.2 SXEEEItshaAE

1 $ volatility —f mem.dump ——profile=Win7SP1x64 hashdump -y Oxfffff8a00

E # volatility -f mem.dump --profile=Win7SP1x64 hashdump -y @xfffff8a0@
0024010 -s BxfffffBad@1590018
Volatility Foundation Volatility Framework 2.6
Administrator:500:6377a2fdb@151e35b75eBc8d76954a50:8d546438b1f4c396753bd+c
Guest: 581 :aad3b4d35b51404eeaad3ibd35b51484ee: 31d6cfeBd16ae931b73c59d 720088
#

6.3 FTENHKEY_LOCAL_MACHINE \ Microsoft \ Security Center \ Svc#$H

1 $ volatility —f mem.dump —--profile=Win7SP1x64 printkey -K "Microsoft\Securi
ty Center\Svc"



# volatility —f mem. dump ——profile=Win7SP1x64 printkey -K "Microsoft\Security Center\Svc"
Volatility Foundatlon Volatlllty Framework 2.6
Legend: (S) = Stable (V) = Volatile

Registry: SystemRoot \System32\Conf i g\ SOFTWARE
Key name: Svc (S
Last updated: 2016 09-21 12:15:34 UTC+0000

Subkeys:

Values:

REG_QWORD VistaSp1 1 (8) 128920218544262440
REG_DWORD AntiVirusOverride : (0]

REG_DWORD AntiSpywareQOverride

REG DNORD  FirewallOverride : (S)
5 #

6.3 JEMRMBET

1 $ volatility —f name ——profile=Win7SP1x64 hivelist

+. B

7.1 HidlsafiZi3(E5 2

http://moyix.blogspot.com/2008/02/decrypting—-Isa—secrets.html

1 $ volatility —f attachment.vmem —-profile=Win7SP1x64 lsadump

MACHINE.ACC: BRIt Microsoft, DefaultPassword: BREBMEREHTEZRWindowsi?
KM: BAFNZEFNSZBNZBARZLSARH,

L RTMTIMEBOMB,: BYEEICIRERBIENWindowsE| &S L TERIBRER. L

HYDRAENCKEY_ *: FFizf2REMIX (RDP) #9FAH. MNREEMZROPRIENRSIH IR T HIE

B, MAIMMEIRE SR IRNEFIHNASE, FMREHRIRSRNTE. AERERE.

: # volatility —f /home/13/attachment. vmem —profi
le=Win7SP1x64 |sadump

Volatility Foundation Volatility Framework 2.6

Defaul tPassword

0x00000000 20 00 00 00 00 00 00 00 00 00 00 00

0x00000010 54 00 68 00 69 00 73 00 69 00 73 00

0x00000020 74 00 74 00 68 00 65 00 66 00 6¢c 00

0x00000030 fe 80 78 69 0a 7b fd 6b 50 eb 87 4d

DPAP|_SYSTEM

0x00000000 2¢ 00 00 00 00 OO0 00 00 00 0O QO 00
0x00000010 01 00 00 00 ae d1 21 d4 9f e3 2b 26
0x00000020 b1 76 3f fb cb5 ed a0 d7 a9 ab c1
0x00000030 Oc 39 81 30 Oc dO 5a a3 11 3b 3

# |

13


http://moyix.blogspot.com/2008/02/decrypting-lsa-secrets.html

712 RRERAFP

1 volatility -f l.raw ——profile=Win7SP1x86 printkey —-K "SOFTWARE\Microsoft\W
indows NT\CurrentVersion\Winlogon"

B root@DESKTOP-AS5F444N: /hon

i Subkeys:

Values:
REG_SZ ExcludeProfileDirs
REG_DWORD
REG_DWORD

S) AppData\Local;AppData\LocallLow;$Recycle.Bin
BuildNumber : (S) 7ee1
FirstLogon : (S) @

REG_SZ ParseAutoexec : (5) 1
REG_| AutoRestartShell : (S) 1

Registry: \SystemRoot\System32\Config\SOFTWARE
Key name: Winlogon (S)
Last updated: 2812-86-26 13:86:43 UTC+80808

Subkeys:

Values:
REG_DWORD
Registry: \??\C:\Windows\ServiceProfiles\NetworkService\NTUSER.DAT
Key name: Winlogon (S)

Last updated: 2809-87-14 64:U45:47 UTC+80080

AutoRestar

Subkeys:

Values:

REG_SZ ExcludeProfileDirs S) AppData\Local;AppData\LocallLow;3%Recycle.Bin

/home/tmp
_abcdef

7.3 BISAMIZENZ S

1 volatility_2.5_linux_x64 —f mem.dump ——profile=Win7SP1x64 hivelist

B root@DESKTOP-ASF444N: /hon

Registry: \??\C:\Windows\ServiceProfiles\NetworkService\NTUSER.DAT
Key name: Winlogon (S)
Last updated: 2809-87-14 64:U45:47 UTC+80080

Subkeys:

Values:
REG_SZ ExcludeProfileDirs : (S) AppData\lLocal;AppData\LocalLow;3%Recycle.Bin
] /home/tmp
volatility_2.5_linux_x64 -f mem.dump —-profile=Win7SP1x64 hivelist
Volatility Foundation Volatility Framework 2.5
Virtual Physical Name

oxfffffBad@lcfdale @ \??\C:\Users\Administrator\AppData\Local\Microsoft\Windows\UsrClass.dat

oxfffff8ab02fa201o 8

exfffffsaponeefele o
exfffffsapeepzuele 8>
exfffffsapenecU81e B
exfffff8apen0e7ulo B
exfffff8apen100360 B

oxfffffaaoen3fuyle o
oxfffffgaoen7aenln O

1527dule
1d867018

oxfffff8an012dunle o
Oxfffff8ane1590010 >
oxfffff8apnl5canlo B

oxfffff8ap0lc3Uuple B

¢

00039803010

/home/tmp

B \?7\C:\System Volume Information\Syscache.hve

[no name]
\REGISTRY\MACHINE\SYSTEM
RY\MACHINE\HARDWARE
77 wWindows\ServiceProfiles\NetworkService\NTUSER.DAT
\SystemRoot\System32\Config\SECURITY
\SystemRoot\System32\Config\DEFAULT
\Device\HarddiskVolumel\Boot\BCD
\SystemRoot\System32\Config\SOFTWARE
\SystemRoot\System32\Config\SAM
\??\C:\Windows\ServiceProfiles\LocalService\NTUSER.DAT
Users\Administrator\ntuser.dat

1 volatility_2.5_linux_x64 —f mem.dump —-profile=Win7SP1x64 hashdump -y (sys
tem virtual) -s (sam virtual)
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B root@DESKTOP-ASF444N: /hon

-] /home/tmp
volatility 2.5_linux_x64 -f mem.dump --profile=Win7SP1x64 hivelist
Volatility Foundatlon Volatility Framework 2.5
Virtual Physical

oxfffff8af0lcfdelo BxeE 3 @ \??\C:\Users\Administrator\AppData\Local\Microsoft\Windows\UsrClass.dat
oxfffff8afn2fa2010 BXE 818 \?7\C:\System Volume Information\Syscache.hve
xfFFFF8anneeefole 0xe 35018 [no name]

exfFfFfBanaRO2U010 BxXE 6018 \REGISTRY\MACHINE\SYSTEM

exfFfFfBanaRE6LO1D BxE 818 \REGISTRY\MACHINE\HARDWARE

axfffffBadanee7uln 0 8 \??\C:\Windows\ServiceProfiles\NetworkService\NTUSER.DAT
BxfffFf8aban160360 BxE 8 \SystemRoot\System32\Config\SECURITY

axfffff8apea3fulle BxeE 91527du18 \SystemRoot\System32\Config\DEFAULT

oxfffffaanne7ae016 Bxe 01d867018 \Device\HarddiskVolumel\Boot\BCD

axfffff8ape12dueln BxE 91c938018 \SystemRoot\System32\Config\SOFTWARE

axfffFf8a001590010 BXE 91151a818 \SystemRoot\System32\Config\SAM

oxfffff8an815canle 6 8111a3018 \??\C:\Windows\ServiceProfiles\LocalService\NTUSER.DAT
oxfffff8a00lc3u010 Oxe 939803010 \?7\C:\Users\Administrator\ntuser.dat

® /home/tmp
volatility_2.5_linux_x64 —f mem.dump —-profile=Win7SP1x64 hashdump -y @xfffffsaeee02u4018 -5 "C

-] /home/tmp
volatility_2.5_linux_x64 -f mem.dump —-profile=Win75P1x64 hashdump -y 8xfffff8a0ee024018| -s | 6xfffff8ape159600160
Volatility Foundation Volatility Framework 2.5
Administrator:500:6377a2fdb8151e35b75e0c8d76954a50: 0d546438b1fuc396753bufc8c8565d5b: 1 :
Guest:501:aad3bu35b514e4eeaad3by3sb51u0dee: 31d6cfe0dl6ae931b73c59d7e0cO89cO: : :

/home/tmp

I\ BRE

8.1 FHERLER
PARSA R AE

1 $ volatility —-f mem.dump ——profile=Win7SP1x64 verinfo

# volatility —f mem. dump —profile=Win7SP1x64 verinfo
Volatlllty Foundatlon Volatility Framework 2.6
‘SystemRoot ystem32\smss. exe

‘File version  : 6.1.7600. 16385
Product version : 6.1.7600. 16385

: Windows NT
File Type : Application
File Date 3
CompanyName : Microsoft Corporation
FileDescription : Client Server Runtime Process
FileVersion : 6.1.7600.16385 (win7_rtm. 090713-1255)
InternalName : CSRSS. Exe
LegalCopyright : \xa? Microsoft Corporation. All rights reserved
OriginalFilename : CSRSS. Exe
ProductName : Microsoft\xae Windows\xae Operating System
ProductVerS|on : 6.1.7600. 16385
g ntdl|.dl|
CSRSRV. d| |




1 volatility -f gs@2.raw —-profile=Win2003SP1x86 printkey —-K "Microsoft\Windo
ws\CurrentVersion\Run"

-] /home/tmp
volatility —f gs@2.raw ——profile=Win266 1x86 printkey -H "Microsoft\Windows\CurrentVersion\Run"

Legend: (S) = Stable (V) = volatile

Registry: \Device\HarddiskVolumel\WINDOWS\system32\config\software
Key name: Run (S)

Last updated: 2021-64-27 22:20:31 UTC+08808

Subkeys:

Values:
REG_SZ IMJPMIGS.1 : (S) "C:\WINDOWS\IME\imjp8_1\IMJPMIG.EXE" /Spoil /RemAdvDef /Migration3

IMEKRMIGGE.1 E C:\WINDOWS\ime\imkr6_1\IMEKRMIG.EXE
2 ) C:\WINDOWS\systel \IME\TINTLGNT\TINTSETP.EXE /SYNC
2 (S) C:\WINDOWS\system32\IME\TINTLGNT\TINTSETP.EXE /IMEName
VMware User Process : (S) "C:\Program Files\VMware\VMware Tools\vmtoolsd.exe" -n wvmusr
REG_EXPAND_SZ UserFaultCheck : (5) %systemroot%\system32\dumprep & -u
REG_SZ test : (5) e:\tools\test2\test.exe

-] /home/tmp

8.3 RRMHIREIEN

1 volatility -f gs02.raw —profile=Win2003SP1x86 malfind

8.4 EEAXIETNRIR

1 $ volatility —f 232828.raw ——profile=Win7SP1x86 modules
2 $ volatility -f 232828.raw —--profile=Win7SP1x86 modscan
3 $ volatility —f 232828.raw ——profile=Win7SP1x86 driverscan

8.5 userassist(E 2

userassistR(EEIZERAARKEHTXHNER, WA, B, PITRE. REIXTRESE,

1 $ volatility —-f 042003.raw ——profile=Win7SP1x86 userassist

8.6 MLBiEIE

1 $ volatility —-f name ——profile=WinXPSP2x86 netscan
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8.7 M

1 $ volatility —f name ——profile=Win7SP1x64 psscan

8.8 [R5

svcscan&E

1 $ volatility —f name —--profile=Win7SP1x86 svcscan

.84 5 St
IE

1 $ volatility —f name ——profile=WinXPSP2x86 iehistory

E&iexplorei#fEpid

REVE TR
BARFHNENHREIEN dmp BB RTFHFR

1= $ volatility —f name —-profile=WinXPSP2x86 -p [PID] -D [dump HAINXHRZENE
*1

RENAFREIR AR

1 $ volatility —f name —-profile=WinXPSP2x86 hashdump -y (CEAl® system B vi
rtual it ) —s (SAM B9 virtual ihih)

2 $ volatility —-f name ——profile=WinXPSP2x86 hashdump -y 0xel@35b60 -s 0xel6a
ab60
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RENEN M

1 $ volatility —-f Target.vmem —-profile=Win7SP1x64 dumpfiles -Q 0x000000007fe
abbco -D ./

5. BURER

1 $ volatility —-f name ——profile=Win7SP1x64 clipboard
2 $ volatility —-f name ——profile=Win7SP1x64 dlllist -p 3820

HE

F)Fstringes 131 Flag=F T34

1 strings —e 1 2616.dmp | grep flag
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